REVIEW
from foreign scientific adviser for dissertation work doctoral student (PhD) Tcmirh‘cko\’a
Zhanerka Erlanovna on the topic "Using Atmel AVR microcontrollers for safc[){-pcrfonnur'lcc
computing clusters and systems", submitted for the Doctor of Philosophy degree in the specialty
"6D070400-Computer Engineering and software"

Dissertation Zh.E. Temirbckova on the topic "Using Atmel AVR microcontrollers for sgfcty-
performance computing clusters and systems" is devoted to the development of a .Ilbra‘ry
architecture on a microcontroller based on the proposed algorithms and its implementation for
homomorphic operations on integers on a group of Atmel AVR microcontrollers (DFRobot
Bectle BLUE, Atmega 328, Atmega 32u4, Atmega 2560) to ensure secure connection and data
exchange of ToT(Internet of Things) devices. )
Atmel AVR microcontrollers today have an unprecedented breadth of application as the main
computing and control clements of houschold and industrial automation. On their baSl:q,
embedded systems. systems such as «smart home», «Internet of things», etc. are built. In this
regard, the task of cfficient and safe programming on microcontrollers is relevant.

Every sector, from healthcare to manufacturing, uses IoT devices. However. even though the
total number of devices is predicted to reach 83 billion by 2024, the security of these devices
remains a major concern. Without proper security measures, any connected IoT device is
vulnerable to hacking, loss of functionality or user data.

According to SAM Scamless Network, there were over 1.5 billion IoT attacks in 2021, almost
900 million of which were IoT-related phishing attacks. In 2021, there were about 62 million
DDoS attacks.

In this regard, onc of the most relevant applications of the library developed on the
microcontroller can be IoT devices, data exchange between them and their remote connection.

To achieve this goal, the dissertation student obtained the following scientific results:

1. Modified methods of homomorphic encryption: to the algorithm of S.F. Krendelev, the
operations of subtraction and division were added, to A. Abramov's algorithm - subtraction.

2. The architecture of the library of fully homomorphic operations on integers has been
developed.

3. The developed library arckitecture was implemented based on the Atmel AVR core (DFRobot
Bectle BLUE, Atmega 328, Atmega 32u4, Atmega 2560) for various microcontrollers.

4. A comparative analysis of the developed methods based on computational experiments has
been carried out.

The dissertation work has all the signs of relevance, scientific novelty, theoretical and practical
significance, the results are scientifically substantiated.

The theoretical significance of this work lies in the modification of the existing fully
homomorphic encryption, which allows you to werk with integers and perform all mathematical
operations on them (addition, difference, multiplication and division).

The practical significance of this work lies in the fact that the rescarch carried out and the resuits
obtained are of great value and can be used to store and protect confidential information, in
particular, a library on a microcontroller can be used to protect data exchange between IoT
devices. -

The results oblainc':i were reported and discussed at international conferences and published in
the relevant collections of papers. The main Tesults of the dissertation were also presented in
foreign publications indexed in the international database «SCOPUS». Part of the research was
carried out during a scientific internship at the ISEL Institute, Portegal in 201 7.

Bascd on the foregoing, I_bclicvc that the dissertation of Zhanerke Erlanovna Temirbekova is an
independent completed scientific qualification work and meets the requirements for dissertations.




Thus, she can be recommended for the defense of the PhD degree in the specialty "6D070400-
Computer Engineering and Software".
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OT3bIB
HAYYHOrO KOHCY/ILTAHTA Ha AuccepTanuoHnyio paboty Temupbekosoii JKanepke
Epnanosusl «Mcnons3osanne AtmelAVR MEUKPOKOHTPOJLIEPOB Ui 06ecriedenus 6e30nacHOCTH
BBIYHCI/IUTE/ILHBIX KIIACTEPOB M CUCTEM, IIPE/ICTABICHHYIO HA COMCKAHUE CTENCHH J0KTOpa
dunocoduu o cnenuansroctr «6D070400-BraucuTenbhas TeXHuKa 1
nporpaMMHoe 00eCTIeYeHHE»

Juccepramms  JK.E. TemupbexkoBoii Ha TeMy «Mcmonp3oBanne  AtmelAVR
MHKPOKOHTPOIUIEPOB JUls obecrederus 6e30MaCHOCTH BBIYUCIUTEBHBIX KIIACTEPOB W CHCTEM»
nocpsanena papaboTke Ha Gaze MpeUIOKEHHBIX AICOPHTMOB APXHTEKTYpbl OMOIHMOTEKH HA
MHKPOKOHTpOJUIEpe M eé peanusaiis /Ui FoMOMOPQHBIX OIepaluii Haj LebIMH YACIAMH HA
rpynne Mukpokontpoepos AtmelAVR (DFRobot Beetle BLUE, Atmega 328, Atmega 32u4,
Atmega 2560) s obecneyennus 6e30macHOro coeuuenns u oomena nanupix loT-ycrpoiics
(Internet of Things).

MukpokorTpouiepsl AtmelAVR Ha CerofHsuIHAd JeHb MMET OecrpeneieHTHYIO
IIMPOTY NMPUMEHEHUsS B KAYECTBE OCHOBHBIX BBIYMCIMTEIBHBIX H YNPABIAIONMX IJIEMEHTOB

OBITOBOH U HpOMbIlIUICHHOﬁ aroMaTuku. Ha ux ocnose CTPOATCS BCTpauMBacMbIC CUCTEME,

CHCTEMBI THIIA “yMHBIN J0M”, “MHTEpHET Bemel” 1 T.0. B CBA3M ¢ 3TUM aKTyalrbHOMN SBISETCS

3ana4a YQPeKTUBHOrO U 6€30macHOro NPOrpaMMUPOBAHHSA Ha MHKPOKOHTPOJLIEPAX.

B kaxmoM cekTope, OT 3ApaBOOXpaHEHUs 10 POM3BOJACTBA, HCIONB3YIOTCS YCTPOHCTBA
IoT. OnmHako, HeCMOTPST Ha TO, 4To K 2024 rojay mpOrHO3UpYeTcs, YTo obIee KOJIMYECTBO
YCTPOMCTB nocTurHeT 83 MuummMapoB, 6e30macHOCTb 3THX YCTPOMCTB OCTAeTCs Cepbhe3HOH
npobnemoit. be3 Hamnexamux Mep OesomacHoctd moboe momxmodyeHHoe ycrpoiictBo loT
YSI3BUMO JUTS B3JIOMA, TIOTepH (YYHKIMWi MK TI0JIb30BATENLCKHUX IaHHBIX.

ITo paunbiv SAM Seamless Network, B 2021 roay Obuio cosepiieHo Gonee 1,5
vuuapaa atak IoT, moutn 900 MM/UTHOHOB U3 KOTOPHIX ObUTH (DHITMHTOBBLIMU aTaKaMH,
ces3anibvi ¢ [0T. B 2021 romy 65u10 coBeprueHo okono 62 mummonos DDoS-atax.

B cBa3u ¢ oTMM OfHHM M3 HauOonee aKTyalbHBIX NpPHMEHEHMH pa3paboTaHHOM Ha
MHKPOKOHTpoJUIepe 6ubmmotexu MoryT ctath IoT ycTpoiicTBa, 0OMEH HaHHBIME MEXIY HUMH H
YAQIEHHOE UX IO/ ITIOUEHHE.

JU1s 10CTHIKEHMS TIOCTABICHHON LIE/H, MCCEPTAHTOM IOTYYEHB! CIEAYIOUHE HAaydHbIE
pe3yJIbTaThl:

1. MomuurmpoBansl MeToApl romMomopdHoro mmpposanus: Kk amroputmy C.D.
Kpenyienesa Obutn 100aBiIeHb! ONepaluy BhIYHTAHHS M JeIeHUs, K aaroput™my A.AOpamopa -
BEIYHTAHUS.

2. PaszpaGorana apxuTekTypa OMOIHOTEKH MONHOCTBIO TOMOMOPG)HBIX ONepamuii Ha
LIe/IBIMU YHCIIAMH.

3. PaspaGotannas apxuTekTypa 6uOmuorexu ObUTa BHempeHa Ha Gase sapa AtmelAVR
(DFRobot Beetle BLUE, Atmega 328, Atmega 32u4, Atmega 2560) s pasHbIX
MHKPOKOHTPOJLIEPOB.

4. TlpousseneH CpaBHUTEIBHBI aHATH3

pa3pa60TaHHBIX METOOOB Ha OCHOBE
BBIYHUCIIUTEIBHBIX SKCIIEPUMEHTOB.

Juccepraiuonnas pabota o0nagaeT BCEMH INPU3HAKAMM AKTYaILHOCTH, HAyYHOI
HOBH3HBI, TEOPETUUECKOIl H MPAKTHUECKOIi 3HAUMMOCTH, Pe3yIbTaThl HAyIHO 000CHOBAHEL.

Teopetndeckast —3HAYMMOCTH JaHHOH  pabOTEI  3aKmo¥aeTcss B MOAH(HKALMH
CYLIECTBYIOIIEr0 MOJHOCTHIO ToMOMOp(HOro mu@poBanus, MNO3BOJSIOEr0  paboTaTh ¢
UeNbIMM YHCJAMH W BBIIOJHATH HAJ HHMH BCE MaTeMaTH4ecKue omepaimu (CIOXKeHHe,
Pa3HOCTh, YMHOXKEHHE U JIEJICHUE).

[IpakTuyeckas 3HAYMMOCTb NAHHOH paGOoThl 3aK/IIOYACTCS B TOM, YTO INPOBEJCHHBIE
HayYHBIE HCCIIEAOBAHMS H TONYYEHHbIE Pe3yIbTaThl HMEIOT OONBIIYIO LEHHOCTh H MOTYT OBITH
HCIIOJIB30BAHBI JUIS XPaHEHHS M 3alUThl KOH(HMACHIMAIbHON HHOOPMALMH, B YacTHOCTH




Ondnunorexa na MHKPOKOHTPOJICPE MOMKET ObITb MCIIOJL30BAHA JUIs 3alMThl 0OMEHA JaHHBIMH
Mexay loT YCTPOHCTBAMH.

Tonyuennsie pesynsTarsl ObUIM JONOKEHBI M OOCY)KHEHBI HA MEXIYHapOAHBIX
Kon(epeHnusax u  ony0aMKOBAHBI B COOTBETCTBYIOMIMX COOPHHKAX —TPYZOB. OCHOBHbBIE
Pe3yNbTaThl MCCEPTALMM TAKKe OBUIM TpEACTABIEHB B 3apyOeikHBIX MyOMHKAIHIX
WHJIEKCHPOBAHHBIX B MexayHaposHoit 6aze «SCOPUSy. YacTs ucceopanmii Gbuia mpoBe/ieHa
BO Bpemst Hay4Holi cTaxuposke B Uncturyte ISEL, Tlopryramiu B 2017 roxy.

Vcxos M3 BBIMICH3NOMKEHHOTO CuMTAlo, uTo auccepramust TemupGexosoii JKamepke
EpranoBHEI SBIETCSH CAMOCTOTE/BHOI 3aKOHUEHHO HAyuHOM KBATH(HKAIHOHHOH paboToi 1
COOTBETCTBYET TPEOOBANMSIM, NpeaBABIAEMBIM K AuccepTaumsaM. Takum oOpasoM, oHa MOKET

OLITh PeKOMEHJOBAHA K 3aumuTe Ha comckamue crermend PhD jokTopa 1o cnenualbHOCTH
«6D070400-BeraucnuTenbaas TeXHAKA 1 IPOTPAMMHOE 00eCTIedeHHEN.




